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This policy is currently under review and should be continued to be used. 

If any queries or concerns, please contact Ewan Robson  
Head of Privacy 
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1. Introduction 
 

Information provided by patients to healthcare professionals is confidential in law. 
Occasions arise when the confidentiality of data held electronically is questioned, 
usually as a result of a complaint or concern raised by a patient. 

 

The NHS Care Record Guarantee1  commits Trusts to providing information to patients 
on who has accessed their records (if requested) and taking action against individuals 
who access information inappropriately. 

 

The right of access to personal data under the Data Protection Act2 gives a person the 
right to know to whom their personal data may be disclosed. 

 

This procedure indicates the steps which should be taken to investigate where a query 
has been raised that electronic data held may have been accessed inappropriately. 

 

2. The process 
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
1 NHS Care Record Guarantee 
2 The Data Protection Act 
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2.1. Receive Query 
 

A query (request) may be made received into the Trust through a variety of routes, e.g. 
in a complaints letter or meeting, by e-mail, by telephone, through a solicitor acting on 
behalf of client, or the investigation of an audit trail may be volunteered by the Trust to 
help allay a patients concern over confidentiality of their data. 

 

Should the request come from the Security and Counter Fraud Service, the call handler 
should establish any particular requirements with the Service for forensic reporting. It 
will be appropriate to contact the IM&T Technical Security Specialist in this case. 

 

If the requirement to investigate access originates from an internal source i.e. not from 
a direct interaction with the patient or their representative not the patient), the request 
must be routed through Human Resources. 

 

The information required to conduct an investigation is: 

• the patients name; 

• address; 

• preferably date of birth; 

• the time period over which the investigation is to take place. 
 

The request may be to investigate if a specific individual has accessed a record, or to 
identify if an unknown person (to the requester) has accessed a record. 

 

 

 

2.2. Assign handler / determine scope 
 

The nature of the query and the way it is received will usually determine who will 
handle (own) the investigation (i.e. be the point of contact with the patient and co- 
ordinate internal activity as necessary). 

 

Typically, a query will arise through a complaint, through HR or through Information 
Governance, all of whom are appropriate to act as the call handler. If a staff member 
receives a request from patient such as “How did x know about my hospital 
appointment”, or “Who has been looking at my records”, contact Information 
Governance who will handle the query. 

 

The scope of the investigation will depend upon the nature of the query. If the query is 
about a specific piece of information e.g. “how did x know about my blood test result”, 
then clearly an audit trail will be required from the pathology system. However if the 
query is more general, “who has looked at my records” then the call handler may have 
to discuss with the patient or the HISS team which Trust services have been used and 
respond accordingly. 

 

If in doubt about whether a patient has records on a particular system, ask for an audit 
trail anyway. If the records don’t exist the Trust have fulfilled our duty to investigate 
thoroughly. 

 

Where multiple systems are involved (see 2.3.) it may be more appropriate to pass the 
query through to Information Governance who will co-ordinate the internal activity. 
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If in any doubt as to what action to take, staff should check their own directorate 
processes and seek advice from their General Manager. 

 

2.3. Contact audit trail provider 
 

All computer systems should contain an audit trail. The following are the systems where 
an audit trail is most likely to be required. 

 

System Contact Audit trail capability External 

supplier
3 

Y/N 

HISS/Patient Centre Clinical Systems Manager or 
Deputy HISS Manager 

12 months history of 
update screens 

N 

iCM Clinical Systems Manager or 
Deputy HISS Manager 

View and update. 
Since  the  sysetm  was 
operational 

N 

Pathology – Apex Pathology Computer Support View   and   update   from 
1998 

N 

A&E – EDIS ED   Operational   Manager,   IM&T, 
iSOFT support 

Limited  update  on  site, 
full audit by suppler. 

Y 

Imaging – CRIS Radiology Systems Manager View   and   update   from 
December 2008. 

Y 

Imaging – eCRIS  None n/a 

Radiology – PACS Radiology Systems Manager View , 6 months N 

Maternity - Euroking Clinical Systems Manager View   any   period   from 
when operational 

n 

Therapy - Tiara Information and Project Manager View   and   update   from 
when the audit trail facility 
was introduced 

N 

 

 

2.4. Receive and investigate the results 
 

Investigation of the audit trail to identify irregularities will be carried out by the audit trail 
provider in the first instance, with additional information which will be available on their 
system. For example, a medical secretary accessing a patients record which occurs 
shortly after an inpatient stay. 

 

However, the results may need cross checking with other systems, for example the 
HISS system to consider access to records in preparation for clinic appointments, or 
with operational staff to determine the reasonableness of the access which has been 
recorded. 

 

Cross checking data is the responsibility of the call handler. 
 

In the investigation it is important to look for the circumstances when a staff member is 
likely to have accessed the record. For example: 

• An individual accessing a record when the patient has not attended the Trust 
and has no appointments scheduled is suspicious. 

• Staff accessing a record from a service where the patient is not being treated is 
suspicious. 

 

3 
The request has to be made to the system supplier, potentially lengthening the enquiry 
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• Staff accessing a record for another UHL employee who is not covered within 
their role/responsibilities is suspicious. 

 

The investigation should result in a view that access has been legitimate (or where 
there is no evidence to support suspicious activity) or suspicion over the access. 
Suspicion will lead to a more detailed investigation by HR (see 2.6.). It does not mean 
the access is inappropriate, only that a further investigation needs to take place. 

 

2.5. Access legitimate 
 

Where the access is legitimate, or no evidence supports inappropriate access, the 
handler will write to the patient outlining the investigation which taken place (what, over 
what period) and stating the outcome. 

 

The requester does have the right to a copy of the audit trail if requested. Reasonable 
effort to assist the requester in interpreting the audit trail must be made. 

 

 

 

2.6. Suspicious access 
 

Where the audit trail raises a concern that the activity of a person may not be 
legitimate, the evidence must be forwarded to Human Resources, who will review the 
information received, query if required, and begin an investigation with the Directorate 
and the individual(s) concerned. 

 

In this situation, it is appropriate to inform the requester that an investigation is 
underway. The name of the individual should normally be withheld if it is unknown to 
the requester. 

 

When the investigation is complete it is appropriate to release the name of the 
individual investigated (if requested)4 providing there is no perceived risk to the person 
who has been investigated. It is appropriate to inform the requester that appropriate 
action has been taken by the Trust against the individual. If more detail on the action is 
requested contact Human Resources, who will advise on individual cases. 

 

 

 

5. Documentation Retention 
 

All requests and communication on investigations should be retained in secured file 
(whether paper or electronic) by those involved. There is no requirement to maintain 
one master file per investigation. 

 

The call handler will retain the details of communication with the patients and with the 
systems managers for 2 years 

 

Documentation requesting the audit and the audit trail activity should be retained by 
systems managers for 2 years after which it should be securely destroyed. Any 
documentation which is used in an HR investigation or staff disciplinary will be held a 
part of the disciplinary process documentation. 

 

 

4 
This is an NHS Care Record Guarantee Commitment 
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6. Awareness of this procedure 
 

 

 

In addition to Insite, this procedure will be issued to managers of key computer systems 
within the Trust and through Human Resources. 

 

7. Contact 
 

Should you require any further details regarding interpretation of this guideline please 
contact your Human Resources advisor or the Information Governance Manager on 
x6053. 

 

8. Relevant Information Policies 

 

• E-mail and internet access and monitoring policy 

• Information Security Policy 

• How we monitor UHL Internet Access 

• Guideline for the monitoring of staff computer use 


